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Security holds the key
to privacy

On December 21, 2001, the Australian federal
government introduced amendments to

the Privacy Act 1988 to cover private sector
organisations. Prior to this, privacy legislation
was only applicable to government
organisations, but now all organisations, private
or public sector, with an annual turnover of
more than $3million need policies and
procedures in place to protect the privacy of all

individuals with whom they do business.

There has been a lot of debate about what this
new legislation really means to organisations.
Many organisations declare that as long as they
are not sending unsolicited direct mail to their
database, they are complying with the new

rules.

But privacy protection is so much more than
just protecting people from unsolicited direct

marketing such as cold calling and spam.

Protecting privacy is about securing the
personal data you hold about your customers,
employees, partners and suppliers from being
accessed, misused or modified — accidentally or
deliberately — by people who have no right to
that information. It is also about ensuring that
the information you hold on someone is
accurate, and that you are able to give them
access to that data and the opportunity to

correct it.

In conjunction with the amendments to the
Privacy Act, the Privacy Commissioner has
issued 10 National Privacy Principles (NPPs).
One of these NPPs specifically refers to data

security, but you can use authentication and

authorisation policies and technology to help

comply with almost all of the principles.

By using technology to automate the handling of
personal information, you can reduce the risk of
privacy breaches, as human intervention and
unauthorised access to potentially sensitive
data are greatly reduced. Automation of privacy-
sensitive systems may also help you lower
costs associated with ensuring that customer
privacy is upheld as the manpower required to

do so is greatly reduced.

Recent media reports suggest that many
organisations think that they have 12 months to
comply with the new legislation. This is not true.
The deadline for compliance was December 21,
2001. If you do not already have your privacy
policies and procedures in place, you must act
now. You have decisions to make and actions to
take as a responsible corporate citizen to
preserve privacy to the prescribed minimum

standards.

This white paper is designed to give you an
understanding of how authentication and
authorisation security technology plays a key
role in ensuring privacy, helping you to take the
right steps to protect the integrity of the
personal information you may hold on all the

people that you deal with.
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Summary of NPP
obligations

(from the Privacy Commissioner’s Guidelines to the
National Privacy Principles)

Note: This is a summary only and NOT a full statement of
obligations. These are set out in the NPPs, which can be
found at www.privacy.gov.au.

e Ifit is lawful and practicable to do so, give
people the option of interacting anonymously

with you.

e Only collect personal information that is

necessary for your functions or activities.

e Use fair and lawful ways to collect personal

information.

e Endeavour to collect personal information
from an individual directly if it is reasonable

and practicable to do so.

e Get consent to collect sensitive information
unless one or more of the specified

exemptions apply.

e At the time you collect personal information
or as soon as practicable afterwards, take
reasonable steps to make an individual

aware of:

— why you are collecting information about

them
—who else you might give it to
— other specified matters

¢ Take reasonable steps to ensure the
individual is aware of what information you
are collecting about them and whom you
may give it to, even if you have collected it

from someone else.

e Only use or disclose personal information
for the primary purpose for which it was

collected unless one of the exceptions in
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NPP 2.1 applies (see www.privacy.gov.au for
full NPP details). For example, a related
secondary purpose must be within the
individual’s reasonable expectations, you
have obtained consent or there are
specified law enforcement or public health

and public safety circumstances.

Note: If the information is sensitive, the
uses or disclosures allowed are further
limited. A secondary purpose within
reasonable expectations must be directly

related to the first.

Take reasonable steps to ensure the
personal information you collect, use or
disclose is accurate, complete and up to
date. This may require you to correct the

information.

Take reasonable steps to destroy or
permanently de-identify personal information

if you no longer need it.

Create a short document that sets out clearly
expressed policies on the way you manage
personal information and make this document

available to anyone who asks for it.

If an individual asks, take reasonable steps
to let them know, generally, what sort of
personal information you hold, for what
purposes you hold it and how you collect,

use and disclose that information.

If an individual asks, you must give them
access to the personal information you hold
about them unless particular circumstances
apply that permit you to limit the extent to
which you give access - these include
emergency situations, specified business
imperatives and law enforcement or other

public interests.
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