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Goals and Benefits
The primary goal of AVERT Risk Assessment (ARA) is to evaluate the potential risk that viruses, encountered in the field or at a customer site, pose to the PC community at large. This evaluation is then used to accomplish the secondary goal of informing Network Associates customers, and the PC user community at large, of current infection risks and their potential consequences. 

The user community benefits from this information because it provides network administrators and home users with data and recommendations on which to base the action, if any, that they want to take to provide the level of protection they require. 

The risk assessment program is conducted by AVERT (Anti-Virus Emergency Response Team), a team of virus security specialists at Network Associates. Risk assessments are included in the virus descriptions posted to the Virus Information Library (VIL) at http://vil.nai.com. The information is also included in AVERT’s Virus Alerts and Advisories located at http://www.avertlabs.com).


Executive Summary
Today 60, 000 different viruses, variants, Trojans and other forms of malicious code are known to exist. This count increases by approximately 200-250 per month. In order to assist network administrators and home users to respond appropriately when new viruses, variants or Trojans appear, AVERT characterizes the threat as high, medium or low, based on criteria described below. In addition, AVERT includes the name of the virus on its Watch List if it has any of the following characteristics:
· A high prevalence rate 

· A dangerous payload 

· A widespread target. 
This document describes the process of evaluating the risks; defines the risk levels, provides examples of well-known viruses in each risk level, and suggests protective action. 

As of May 4, 2002 AVERT has begun making a distinction for its user base when it assesses the threat of a virus as it pertains to a corporate and home user. These distinctions will be made and posted to the description AVERT creates for the virus, Trojan, or piece of malicious code.


Criteria for Assessing the Risk 

AVERT uses three criteria for assessing the risk of a virus: 
· Prevalence — answers the question, "How widespread is the virus?" 
· Danger of payload — answers the question, "What happens when the infected file runs?" 

· Commonality of the infection vehicle — answers the question, "how common is the platform, program or environment that the virus targets as its entry point for infection". 

Prevalence
Prevalence reflects the number of viruses reported to AVERT by customers using McAfee anti-virus software, or found in the field by AVERT virus researchers. Reports made by vendors of other anti-virus products are also taken into consideration. A significant security threat can be said to exist only if a virus is found in the field. Prevalence is the most significant criterion when determining whether a virus alert is indicated. There are four levels of prevalence:
· Very widespread — The virus has been identified in the field, and more than 20 instances have been reported in a relatively short period of time — usually less than 4 hours. The locations of the reports is not necessarily significant because their number indicates that the virus is spreading rapidly, and is a high risk somewhere. 
· Widespread —The virus is in the field and more than 20 instances have been reported during a standard business day. The reported cases may be from one country or region, or from numerous countries and regions. 
· Less spread — The virus is in the field, but fewer than 20 instances have been reported over a few days, or sporadically. 
· Not spread — The virus is known to the AVERT researchers, but no infections have been reported. The virus is not considered to be in the field. 
Danger of payload
Danger of payload reflects the magnitude of the potential damage resulting from an infection, including loss of revenue or data. The danger of payload is categorized as follows:
· Unforeseeable Damage — The virus redistributes confidential data to third parties, or destroys an entire network. 

· Very Serious Damage — The virus manipulates data silently. 

· Serious Damage — The virus deletes many files, formats hard drives, deletes Flash BIOS. 

· Medium Damage — The virus deletes individual files, or renders the computer temporarily unavailable. 

· Little Damage — The virus generates bogus text or generates sounds. 

Commonality of the infection vehicle
Commonality reflects the number of computer users who use the program or system that the virus is programmed to infect. Targeted platforms and programs that are commonly available and frequently used provide an opportunity for proliferation of the virus. Three levels of commonality have been defined:
· Very common
Operating Systems: Microsoft Windows 95, Windows 98, Windows NT
Applications: Word, Excel, E-mail, Newsgroups 
· Common 
Operating systems: DOS, Mac-OS
Applications: PowerPoint, Windows Scripting Host (for Visual Basic Script and Java Script) 
· Less common
Operating systems: Unix, OS/2
Applications: Access, Corel Draw (Corel Script) 
In addition AVERT will take the method of infection into consideration when assessing a threat’s risk. Today, and for sometime, viruses that can mass mail themselves have slightly changed the assessment of a virus and its abilities. 
Risk Levels
AVERT reports risk levels of risk, shown below in order of their potential threat. 
· High-Outbreak 

· High 

· Medium-On-Watch 

· Medium 

· Low-Profiled 

· Low 
· N/A 

NOTE: The Low-Profiled Risk category is a new addition to the AVERT risk assessment program intended to provide an additional early warning system.
Each of these levels is defined below, with examples of the action that AVERT takes when the risk level has been identified, and recommended actions for the PC user community. The recommended actions are generic, and should be modified to meet the company’s and home user’s specific needs.

In the normal course of events, the risk level assigned to a virus changes as its prevalence rises and subsequently falls. A brief section on updating risk assessments appears at the end of this document.

High-Outbreak
These are different from ordinary high-risk viruses in that they are seen on most continents in a very short period of time. These viruses are most always spread via mass mailings, and thus have the ability to spread around the world in a matter of hours.
Examples of viruses that have been High-Outbreaks: 
· W97M/Melissa 

· VBS/Loveletter 

· VBS/VBSWG (Anna) 

· W32/Nimda 

AVERT Recommended Actions
First, an emergency plan should be in place, which defines the communication paths between the departments and defines responsibilities. 

AVERT strongly recommends updating the anti-virus software on all computers in the company, especially the IT infrastructure.

AVERT recommends that administrators download the EXTRA.DAT posted with the description or the updated DAT files and include it at the gateway, mail server, file server and desktop.

For the home user, AVERT recommends all machines be updated immediately!

Actions taken by AVERT
A complete analysis is posted to the AVERT VIL. Updates are made as often as needed.

An EXTRA.DAT is developed for use against the particular high-outbreak virus identified, and is posted for download.

In addition, AVERT will release a new set of DATs (both the full set and incremental updates) and post them to the DAT download pages within two hours of AVERT declaring the virus to be a High-Outbreak threat.

This risk assessment category initiates the AVERT and Network Associates emergency outbreak plan. This plan includes worldwide notification via a press release. 

AVERT will send an AVERT Virus Alert! out to those users who subscribe to the AVERT Virus Notification Service (this service will be available in June 2002). 

The Support organization will also send alerts out to those customers that subscribe to the support notification programs.

High
A high-risk virus is one that is reported often or very often in the field; has a payload that can cause Serious Damage; and can spread rapidly on a common operating system using a common platform. If a virus causes Very Serious Damage or Unforeseeable Damage, it may be classified as high risk even if its prevalence is less than often or very often. Frequently, a virus is classified as Medium-On-Watch Risk before it is reclassified as a high-risk. 

Examples of high-risk viruses:
· Win95/CIH 
· W97M/Thus 

· VBS/Newlove 

· W32/Naked 

AVERT Recommended Actions
First, an emergency plan should be in place, which defines the communication paths between the departments and defines responsibilities. 

AVERT strongly recommends updating the anti-virus software on all computers in the company, especially the IT infrastructure.

AVERT recommends that administrators download the EXTRA.DAT posted with the description or the updated DAT files and include it at the gateway, mail server, file server and desktop.

For the home user, AVERT recommends all machines be updated immediately!

Actions taken by AVERT
A complete analysis is posted to the AVERT VIL. Updates are made as often as needed.

An EXTRA.DAT is developed for use against the particular high-risk virus identified, and is posted for download.

In addition, AVERT will release a new set of DATs (both the full set and incremental updates) and post them to the DAT download pages within two hours of AVERT declaring the virus to be a High Risk threat.

This risk assessment category initiates the AVERT and Network Associates emergency outbreak plan. This plan includes worldwide notification via a press release. 

AVERT will send an AVERT Virus Alert! out to those users who subscribe to the AVERT Virus Notification Service (this service will be available in June 2002). 

The Support organization will also send alerts out to those customers that subscribe to the support notification programs.
  
Medium-On-Watch 
These are viruses that can be seen gaining prevalence quickly, have a payload, which can spread, on common systems or via popular applications, irrespective of the seriousness of the damage. This risk level is designed to function as an early warning system. The On Watch portion of this risk means AVERT is watching the prevalence even closer than it watches most viruses as it believes the possibility of the virus going to High are strong. 
Examples of viruses that are, or have been classified as Medium-On-Watch
· W32/Kriz.3863 

· W32/Southpark 

· W97M/Resume 

· W32/Badtrans.b 

AVERT Recommended Actions
First, an emergency plan should be in place, which defines the communication paths between the departments and defines responsibilities. 

AVERT strongly recommends updating the anti-virus software on all computers in the company, especially the IT infrastructure.

AVERT recommends that administrators download the EXTRA.DAT posted with the description or the updated DAT files and include it at the gateway and mail servers.

IT administrators should decide how vulnerable the file servers and desktops are and take action from there if needed.

For the home, user AVERT recommends all machines be updated immediately!

Actions taken by AVERT
A complete analysis is posted to the AVERT VIL. Updates are made as often as needed.

An EXTRA.DAT is developed for use against the particular high-risk virus identified, and is posted for download.

In addition, AVERT will release a new set of DATs (both the full set and incremental updates) and post them to the DAT download pages within two hours of AVERT declaring the virus to be a Medium-On-Watch threat.

This risk assessment category initiates the AVERT and Network Associates emergency outbreak plan. This plan includes worldwide notification via a press release. 

AVERT will send an AVERT Virus Advisory out to those users who subscribe to the AVERT Virus Notification Service (this service will be available in June 2002). 

The Support organization will also send alerts out to those customers that subscribe to the support notification programs.

Medium 
These are viruses that have been reported by several McAfee customers or AVERT researchers. They may have a destructive payload and be able of infection through common platforms and applications.
Examples of viruses that are, or have been classified as medium risk
· W32/Ska (Happy99) 

· VBS/Haptime 
· Backdoor-Sub7 
· W/32Hybris 
AVERT Recommended Actions
First, an emergency plan should be in place, which defines the communication paths between the departments and defines responsibilities. 

AVERT recommends that administrators download the EXTRA.DAT posted with the description, or the updated DAT files and include it at the gateway and mail server

For the home user, AVERT recommends all machines be updated immediately!

Actions taken by AVERT
A complete analysis is posted to the AVERT VIL. Updates are made as often as needed.

An EXTRA.DAT is developed for use against the particular Medium Risk virus identified, and is posted for download.

In addition, AVERT will release a new set of DATs (both the full set and incremental updates) and post them to the DAT download pages within two hours of AVERT declaring the virus to be a Medium Risk threat.

This risk assessment category initiates the AVERT emergency outbreak plan.

AVERT will send an AVERT Virus Advisory out to those users who subscribe to the AVERT Virus Notification Service (this service will be available in June 2002). 

The Support organization will also send alerts out to those customers that subscribe to the support notification programs.

Low-Profiled 
These are viruses that appear low-risk but warrant additional monitoring because they have attracted, or will attract media interest. These may not yet have been reported in the wild, and may not have a dangerous payload. This risk level is designed to function as an information only classification.

Additionally, AVERT may classify a virus as a Low-Profiled if it is a variant of a family that has high prevalence. The variants Low-Profiled status means the variant belongs to a high profile family that has spread in more than one case and this variant may begin to get more attention and may even spread.
Examples of viruses that AVERT has classified as Low-Profiled
· VBS/Bubbleboy 

· PalmOS/Phage.963 

Examples of viruses that other anti-virus research groups have classified as Low-Profiled
· W32/Maldal.e@MM 

· W32/Zoher@MM 

· W32/Updatr@MM 


AVERT Recommended Action
Ordinarily, no specific action is needed. The regular weekly DAT updates provide adequate protection.

Actions taken by AVERT
AVERT describes the virus, develops detection capability, and develops virus-cleaning capability if possible. The detection capability is included in the next set of published virus definition (DAT) files. 

No Emergency set of DATs are created for this risk assessment category. AVERT does not recommend the use of an EXTRA.DAT for this level of risk. However, the EXTRA.DAT is available as a courtesy to customers who want to use it. IT administrators and home users can send email to virus_research@nai.com if they believe they need protection prior to the full set of DATs being released, for this virus.

AVERT will send an AVERT Virus Notice out to those users who subscribe to the AVERT Virus Notification Service (this service will be available in June 2002).

 Low Risk
These are viruses that may not yet have been reported in the wild, and may not have a dangerous payload. They may target obscure or rarely-used applications. They may be capable of running on common platforms, but they frequently target obscure or rarely used applications. These viruses are considered Low Risk if the payload is classified as Very Serious or Unforeseeable Damage. 

Examples of Low-Risk viruses:
· W97M/JulyKill 

· VBS/Anjulie 

· W32/Shoho 

AVERT Recommended Action
No action is recommended by AVERT. The regular weekly DAT updates provide adequate protection.

Actions taken by AVERT

AVERT develops detection capability and virus-cleaning capability if possible. The detection capability is included in the next set of published virus definition (DAT) files. Most viruses that are in the low risk category are from collection exchanges that are conducted by researchers. 

Some low risk viruses submitted by customers to AVERT for analysis, and subsequently protection, have descriptions created and added to AVERT Virus Information Library.

AVERT will NOT send out any notices, advisories, or alerts on these threats.

N/A
The N/A (not applicable) risk assessment is used on descriptions which do not warrant an assessment.  Email hoax descriptions have a risk assessment of N/A as they are not trojan or viral in nature, and do not infect.  General trojan and virus family descriptions, as well as heuristic detection descriptions, will also have a risk assessment of N/A as these are non-specific threats.

Updated Risk Assessments
The risk level for a virus can move from lower to higher over a period of time. For example, a virus may begin as Low Risk, but is elevated to Medium, or Medium-On-Watch as its prevalence rises. In most instances where a virus has been classified as Medium-On-Watch, AVERT has subsequently raised the risk assessment to High Risk. 

A risk assessment is ultimately lowered as their prevalence decreases. When a virus is no longer high risk, it typically lingers in the Medium Risk category for a while.
Examples of viruses that have had their risk assessments raised
· IRC/Stages 

· W32/SirCam 
· W32/APost
